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ONALAKSA POLICE REPORT NEW SCAM MAKING THE ROUNDS
The Onalaska Police Department has received numerous reports of citizens receiving unsolicited phone calls from a person claiming to be able to reduce credit card interest.  Though the Caller ID displays a number that appears to be from a local phone, the police suspect that the caller is using “Caller ID Spoofing” in an attempt to obtain personal information.

Caller ID Spoofing allows would be identity thieves to manipulate the telephone network so that the number displayed on your caller identification shows that the call you are receiving is from a local number.  The idea behind this is to cause victims to believe that they are receiving a call from a legitimate organization.  Once trust is established the identity thieves attempt to obtain personal information that can be used to steal your identity.

“Often these scammers are not local at all,” said Onalaska Police Investigator Peter Jakowski, “they are just a voice on the phone and may not even be in the country. The best defense against these types of scams is vigilance. The best advice is never give personal information over the phone.  These people can sound very plausible but they are criminals and their job is to get your information so that they can steal your identity.”

This is only the latest scam.  Previously the Onalaska area was plagued by scammers contacting elderly citizens and claiming that a family member, usually a grandchild, was in trouble and needed financial assistance.

“These scammers are unconscionable,” said Onalaska Police Chief Jeffrey Trotnic, “they are very good at playing on people’s good nature and desire to help.  There is nothing that they won’t say to get your personal information.  Please don’t make it easy for them.”

Awareness is the best defense against scams according to the police.   
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